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Convention on Cybercrime

Budapest,

Z3.X1.2001

Preamble

....................................................

.The member States of the Council of Europe and the other States 31gnatory

hereto,

Considering that the aim of the Council of Europe is to achieve a greater
unity between its members;

Reeognis'rng the value of fostering,co-operation with the other States parties
to this Convention;

Convmced of the need to pursue asa matter of pr1or1ty, a.common criminal
1 otect10n of’ socr,ety against cybercrime,, znter alza by._ .

&g optlng appropnate leglslatton and fostermg mtematlonal co- operatlon

- Conscious of the profound changes‘ brought about by the‘ drgrtahsatlon,:'_ .

L convergence and contmumg globahsa m.of computer netw ks

Concerned by the rrsk that compu
~may - also be used for comm1tt1ng
-~ relating to such offences )

nétwbrks‘ and electronic informati'on L
I ffences and that evrdence.,_
ay, be stored and transferred by these networks )

Recogmsmg the need for co—operauon between States and pnvate mdustry

in combating cyb

'me and the.need. to. protect legmmate interests in the . . ,‘,.

a t'use and development of 1nformat10n technologres

: ‘Believing that an effective fight against cybercrime requires increased, rapid .

. .and well-functioning international co-operation in criminal matters;

Convinced that the present Convention. is necessary to deter action directed ’

. ..against the confidentiality, integrity and availability of computer systems,

" petworks. and computer data as well as the misuse of such® systems,

- ~networks. and data by providing for the criminalisation of such conduct, as .
“described in this Convention;- and the adoption of powers sufficient -for

effectlvely combating such criminal offences, by facilitating their detectlon
investigation and prosecufion at both the domestic and international levels
and by provrdmg arrangements for fast and reliable international co-
operatlon i W )

] Mmdful of the need to ensure a proper balance between the interests of law™
- Lenforcement and;respect: for fundamental human rrghts ‘as enshrmed in the. . .
1950 Council- of Europe Convention for the Protection of Human Rrght and

Fundamental Freedoms, the.1966 United Nations International Covenant ons

. Civil:and Political Rights and:other applicable 1nternat1onal hutnan rrghts A o

"7, treaties; -which reaffirm the right of .everyone to ‘hold.. apinions wrthout L
_ interference, as well as the right to freedom of express10n mcluchng the
) freedom to seek, receive, and 1mpart information and ideas of all kmds,_, -

L regardless of front1ers and the i r1ghts concernmg the respect for privacy; .. . o

Mindful also-of the right to the protection of perSonal data, as conferred, for
example, by the 1981 Council of Europe Convention for the Protection of

*Indiyiduals with regard to Autématic Processing of Personal Data;



Tevyog A'142/03.08.2016 EOHMEPIAA THX KYBEPNHIEQX 7671

Considering the 1989 United Nations Convention on the Rights of the Child
and "thé 1999 Interhational Labour Orgamzatlon Worst Forms of Child
. La_tbour C_onventlon, ‘ :

Taklng 1nto account the ex1st1ng Councﬂ of Europe ‘conventions on_ co-'
;;-operatlon‘ in, the penal ﬁeld as well as. 51m11ar treaties which ex1st between;.:

r’,make cr1m1nal 1nvest1gaif10ns and proceedmgs concernmg cr1m1na1 offences»’i
related- to’ computer systems and data more effective ‘and to enable the-‘:
" collection of ev1dence in, electromc form of a criminal offence; s

\}.Welcommg recent developments whlch further advance 1nternat10na1
understandmg and co-operation in combatmg cybercnme including actlonj
’taken by the Unlted Natlons the OECD, the European Umon and the G8 '

”'Recalhng Comm1ttee of Mlmsters Recommendati_ons No. R (85) 10
concerning the practical application of the European Convention on Mutual
Assistance in- Criminal Matters in respect of letters rogatory for the
_interception of telecommunications, No. R (88) 2 on piracy in the field of
copyright and neighbouring rights, No. R (87) 15 regulating the use of
personal data in the police sector, No. R (95) 4 on the protection of personal -
data in the area of telecommunication services, with particular reference to :
telephone services, as well as No. R (89) 9 on computer-related crime -
providing guidelines. for national leglslatures concermng the definition of
certain computer crimes and No. R (95) 13 concerning problems of criminal
procedural law connected with information technology;

) Having régard to Resolution No. 1 adopted by the European Ministers .of.
Justice at their 21st Conference (Prague;, 10 and 11 June 1997), which™
recommended that the Committee of Ministers support. the work on
cybercrime carried out by the European Committee on Crime Problerns”
(CDPC) in order to bring domestic ctiminal law provisions closer to each'
other and enable the use of effective means of investigation into such-
‘offénces, as well as to Resolution No. 3 adopted at the 23rd Conference of -
the Buropean Ministers' of Justice (London, 8 and 9 June 2000), which
encouraged the negotlatmg parties to pursue their efforts with a view to -
finding approprlate solutions to enable the largest p0551b1e number of States
to become parties to the Convention and acknowledged the need for a swift
and efficient system of international co-operation, which duly takes into
account the specific requirements of the fight against cybercrime; -
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Having also regard to the Action Plan adopted by the Heads of State.and

- Government,,of. the.Council, of Europe on the occasion of.their Second

Summit (Strasbourg, 10 and 11 October 1997) to.seek common responses

to the development of the new information technologies based on the
- standards and values of the Council of Europe;

el AN

Haye{‘ag_r:eed as follows:

Forthepmposes _of -this Conyen_t_ion: L

_a o computer system means.any dev1ce or'a group of mterconnected or -
a '_‘related devices, one .or more. of which, pursuant to a program,
: performs automatlc processmg of data

B computer data” means any representatton of facts 1nformatlon or

. concepts in a form suitable for processing in a computer system

: ,mcludmg a program suitable to cause a computer system to perform a
- function; '

¢ “service provider” means: . - o .
1 . any public or private entity that provides to users of its service
the ability to.communicate by means of a computer system, and

i any other entity that processes.or stores computer data on behalf
~ " of such communication service or users of such service;

d "“trafﬁc data” Teans-any computer data. relatmg t0.a commumcatlon -
- by means of a. computer system, generated by a computer system that -
o formed .a”part in.the chain of . communication, indicating the
: communication’s origin, destination, route, time, date, size, duration,
o or type of underlymg service. o

"'Chapte_r II —.wMeasur_es to be taken at the national level

- Sectifoml i_‘Substaﬁtive criminal law~ "

Title 1 — Offences against the confidentiality, integrity and availability
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of computer data and systems
 Article 2- Tllegal access
,anch Party shall ~adopt such legislative and other measures as may be

'f'f;f,:.'necessary to- estabhsh as-criminal offences under its domest1c law; when
committed.- mtentlonally, the access to the: who]e or any part’ of a computer

_mfrmglng securlty measures, with: the ,',nten,.of btalnlng computer data ‘
:~other: drshonest intent; or-in; relatron to 2 /COmpUter system hat-is- connected,
o“ another computer system (R LT L

,:Artrcle 3 - Illegal 1ntercept10n

:"’fff:;aEach Party shall adopt such legrslatrve and other measures as may - be
‘vnecessary to estabhsh as criminal offences under its domestlc law, when
. committed 1ntent10na11y, the interception without right, made by techmcal
- means, “of non-public: transmissions of computer data to, from or within a-
““computer ‘system, including electromagnetic-emissions from. a computer::.
" system carrying such computer data. A Party may require that the offence -
be committed with dishonest intent, or in relatlon toa computer system that
is connected to another computer system.

Article 4 — Data interference

1. Each Party shall adopt such legislative- and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the damaging, deletion, deterroratlon alteration or
suppressron of computer data without rrght

2 ":A'-‘P‘arty"rnay-‘ re‘serve;-:the'.-' right- to "fre"c'Iuire ‘that the conduct described 1n
-+ paragraph I result:in serious harm. ;.- w0 ' :
‘Article 5 - System interference -
' ‘-iEachviParty.ﬂf shall'z adopt : such' legislative. and-other measures as rnay be. i
' n'ec'essary" to.establish as criminal ‘offences under its domestic law, when. -
comm1tted ‘intentionally, - the- serious -hindering without right of the -

ny functromng of a :computer: system by .inputting, transmitting, damagmg,
.=delet1ng, deterroratmg, alterrng or suppressing computer data. ' :

Article 6 = Misuse of devices
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1 Each Party shall adopt such legislative.and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right:

a  the production, sgte;, procurement for -use, rmport, distribution or
otherwise maldng:avéilable'o_f: Co

cioa dev1ce 1nclud1ng a computer program, demgned or adapted
RN prnnarﬂy for the purpose of comrmttmg any of the offences;
o _h-estabhshed in- accordance With the above Articles 2 through 5 '

i a computer passWord access code' or similar data by Which the |
* ‘whole or- any part of a computer system is capable of belng .
j*f-accessed SRR -

with intent that it be used for the purpose of committing any of. the
offences estabhshed in Artlcles 2 through 5; and

b the possession of an item referred to in paragraphs a.i or ii above, with
intent that it be used for the purpose of committing any of the offences
‘established in Articles 2 through 5. A Party may require by.law that a
number of such items be possessed before criminal liability attaches.

2 This article shall not be interpreted as imposing criminal liability where the
production, sale, procurement for use, import, distribution or otherwise
making availablé or possession referred to in paragraph 1 of this article is

“not for the purpose of committing an offence established in accordance with-
Articles 2 through 5 of this Convention, such as for the authorised testmg or
: protect1on of a-computer system.

'3 --'Each “Party may7 reserve the'right' not to apply. paragraph 1 of this- article _
provided that the reservation does not concern the sale, distribution or

© + otherwise makmg avallable of the 1tems referred to in paragraph 1. a.ii of_,__v
T thrs artlcle R L -

Tltle 2 Computer—related oﬂences _ | .
o -'Artlcle 7- Computer-related forgery e

Bach Party 'shall_ adopt such legislative and-other measures as may be .
necessary to establish as criminal offences under its domestic law, when

committed intentionally and without right, the input, alteration, deletion, or
suppression of computer data, resulting in inauthentic data with the intent
that it be considered or acted upon for legal purposes as if it were authentic, -
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regardless whether or not the data is directly readable and intelligible. A
Party may require an intent to defraud, or similar dishonest intent, before
criminal liability attaches.

: -.Z'Artlcle 8 - Computer—related fraud

vy to' another person by .
‘a  any input, alteration, deletion or suppression of computer data;
b .ahy-:'interfer?encer-With 'th"e'.functioningﬂof'a computer system, - S

. with fraudulent: or dlshonest intent of procurlng, without rlght ‘an economic -
.- - benefit for oneself or. for another person S : B

T ztle 3= Content-related oﬁ”ences '

. ’Artlcle 9— Offences related to child pornography
1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when

.committed intentionally and without right, the following conduct:

a  producing child pornography for the purpose of its -distribution
L through a computer system : '

b :offenng or’ makrng avallable ch11d pornography through a computer“
system e

Sie d15tr1but1ng or transmitting Chlld pornography through a computer
. ,system e .

o d o procuring ch11d pornography through a. computer system for- oneself or-:
- ~for: anotherperson BT R : - *

e. - possessing child pornography in a computer system or on a computer-
data storage medium. ‘

2 For the purpose of paragraph 1 above, the term “child pornography” shall
include pornographic material that visually depicts: :
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. aminor engaged in sexually explicit conduct;
b a person appearing to be a minor engaged in se_giually explicit conduct;

c reahstlc 1mages representing a minor engaged 1n sexually exphc1t
o conduct :

3 "'For the purpose of paragraph 2 above the term rnmor” shall mclude alliu

L ',\.A: "hmlt whlch shall be not less than 16 years

Y Each' Party rnay reserve the right not to- apply: in Wbele or in part,
o :"'paragraphs 1, sub-paragraphs d and- e, and 2 sub paragraphs b. and c..

thZe 4 Offences related to znﬁzngements of copyrzghz‘ and related rzghts }

Article 10 - Offences related to 1nfr1ngements of copyrrght and related
rights :

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish .as criminal offences under its domestic law the
infringement of copyr1ght as defined under the law of that Party, pursuant‘
to the obligations it has undertakén under the Paris Act of 24 July 1971
revising the Bern Convention for -the Protection -of Literary and Artistic
Works, the Agreement on Trade-Related Aspects of Intellectual Property
- Rights and the WIPO Copyright Treaty, with the exception of any moral
rights conferred by such conventions, where such acts are committed -
wilfully, on a'_commercial scale and by means of a computer system.

2 FEach Party shall :adopt such legislative and other ’measures as mety be
* ‘necessary.to establish as criminal offences under its domestic law tlie":
- Jinifringement of related -rights, as defined under the law of, that Party,‘.:

"pursuant to the obligations it has undertaken under the Internatlonal
**Convention for-the Protection of Performers, Producers of Phonograms and :
Broadcasting Organisations (Rome Convention), the Agreement on Trade- -
Related Aspects of Intellectual Property Rights and the WIPO Performances‘- ,'
““and Phonograms Treaty; with the exception of any moral rights conferred by

such conventions, where such acts are comrmtted wilfully, on a commermal

o 'scale and by means ofa computer system ' B

'3~ A Party may reserve the right not to impose criminal liability under
paragraphs 1 and 2 of this article in limited circumstances, provided that
other effective remedies are available and that such reservation does not
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derogate from the Party’s international obligations set forth in the
international instruments referred to in paragraphs 1 and 2 of this article.

Title 5 — Ancillary liability and sanctions

‘Article 11= © - Attemptand aiding or abetting

) all “adopt such-legislative -and -other measurés as’ may~be-
fhiecessary’ to establish: as- criniinal- offences unider it-domiestic. law; whtis:
comnitted: intesitionally; aiding ‘ot abetting" the commission’ 0f ahy of the®
B offences established in accordance with Atticles 2 through’ 10-of the presen :
o Conventlon with intent that such offence be committed. o D

20 Each Party shall.adopt such legislative _and'other measures as may be:

715 riécessary 1o éstablish” as criminal offences under its domestic law, when:
‘comumitted intentionally, an attempt to commit any of the offences

- established in accordance with Artxcles 3 through 57,8, and 9 la and C. of :

-thls Conventlon : SRS

3. Bach Party may reserve the right not to apply, in whole or in part paragraph -
2of thls article. )

Article 12 - Corporate liability

1 Each Party shall adopt such legislative and other measures as may be

. necessary to ensure that legal persons can be held liable for a criminal -
offence established in accordance with this Convention, committed for their
benefit by any natural person, acting either individually or as part of an
“organ of the legal person, who has a leading position Within it, based on: .-

© - g a power of representation of the légdl person;
b an authority to take decisions on behalf of the legal person;
¢ an authority to exercise control within the legal person.

“2-* ~ In-addition to ‘the cases alréady provided for. in paragtaph-1 of this article,
“ " each Party shall take the measures necessary to ensure that a legal person:
can be held liable where the lack of supervision or control by -a natural.-
- ‘person referred to in paragraph 1 has made: possible the' commission of ‘a
. criminal offence established in accordance with this Convention for ‘the
benefit of that legal person by a natural person acting under its authority.
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3 Subject to the legal principles of the Party, the liability of a legal person
may | be crumnal crvﬂ or admlnlstratlve

4 Such liability shall be without* preJudrce to .the criminal hab1hty of the
" natural persons who have committed the offence. '

- Artlclel?) Sa_nctions and measures -

] s'ch' 'Party shall adopt such 1eg1slat1ve and other | measures ‘as may be“
, cessary to énstire . that  the crlmlnal offences estabhshed 1n accordance,’l‘
with' - Atticles 2 through 11 ‘are pumshable by effectlve proportronate and:
¥ drssuaswe‘sanctrons Wthh include, depnvat1on of hberty ¢

AR Each Party shall ensure that legal persons: held hable in accordance w1th'
= '-"Artlcle 12 shall be. .subject to -effective, proportronate and’ d1ssuas1vet
crininal or ' non-criminal sanctions or " measures, 1nclud1ng monetary .
“sanctions. " e - ;

Section 2 - Procedural law
| Title J — Common provisions
- ‘Article 14 — Scope of procedural provtsions
1 Each Party shall adopt such leglslatrve and other measures as may be
necessary to establish the powers and procedures provided for in this section

for the purpose of specific criminal investigations or proceedings.

2 Except as specifically provided otherwise in Article 21, each Party shall )
apply the powers and procedures referred to m paragraph 1 of this article to:"

ae . the criminal. offences estabhshed in accordance w1th Artlcles 2:'
through 11 of this Conventlon "

+~ b . -other -criminal offences ,comrn_ltt‘ed by means of a computer system;

"¢ - the collection ofevidence in electronic.form of a criminal offence.

3 a  Each Party may reserve the right'to apply the measures referred to in
~ Article 20 only to offences or categories of offences specified in the
reservation, provided that the range of such offences or categories of
offences is not more restricted than the range of offences to which it
anvlies the measures referred to in Article 21. Each Party shall
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consider restricting such a reservation to enable the broadest
~ application of the measure referred to in Article 20. -

~b. . Where a Party, due to limitations in its legislation in force at the time
of the adoption of the present. Convention, is not able to apply the
. measures referred to in’ Articles 20 and 21 to:communications. -being .
transmitted within a computer system of a .service. prov1der which
stem;: o e o s

in ‘,-Operé.‘tedlfo;ll_g?hﬁ enefit.of fdl_osedlgroup of users; and- -

.-...does not.-employ public- ‘communications . networks' and " is- not -
: connected with another computer system whether . public or
- private, s

that Party may reserve the right not to apply these measures to such

- communications. Each. .Party .shall . consider. restricting such a
reservation to enable the broadest application of the measures referred
to in Articles 20 and 21.

Atticle 15~ Conditions and ’sefeguﬂavrcts

1 Each Party shall ensure that the establishment, implementation and
apphcatlon of the powers and procedures prov1ded for in this Section are -
subject to conditions- and safeguards provided for under its domestic law, -

~which shall provide for the -adequate protection of human rights and
liberties, including rights arising pursuant to obligations it has undertaken
under the 1950 Council of Europe Convention for the Protection of Human

. Rights.and Fundamental Freedoms, the 1966 United Nations International -.
Covenant on Civil and Political Rights, and other apphcable 1nternat10nal .
.human.-rights..instruments, and ‘which shall incorporate -the pr1n01p1e of
proportlonahty -

2 Such condltlons and« safeguards shall, as appropriate in view of the nature of

:.the procedure, or. power - concerned, infer alia, include judicial or other
independent supervision, grounds justifying application, and hmltatlon of .
... :the scope and the: duratlon of such power or procedure. - ’ R

3. ;T 0 the- extent t_hat it is eonsistent 'With the public interest, in particular the
- -sound. administration of justice, each Party shall consider the impact of the.

. powers and procedures in this section upon the rights, respon31b1ht1es and
. legitimate interests of third parties. '

' Title 2— Expedited preservation of stored computef data
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Article 16 - . Expedited preservation of stored computer data

1 Each Party shall adopt such legislative and other measures as may be

necessary to-enable its competent authorities to order or similarly obtain the

B .expedrtlous preservatlon of- spe01ﬁed computer data, including traffic data,
* that hias been stoted by means ‘of a computer ‘system, in-particular where
thete are grounds to believe that the computer data is part1cu1ar1y vulnerable
"\to loss ormodlﬁcatlon GRS R -

: - ph: 1 above by means of an order to a; }
person o preserve specrﬁed stored puter data.in the person’s possessmn
~“or control; the Party shall adopt such legislative and other measures as may"' ;
"\.-be necessary to’ obhge that person to preserve: and maintain the integrity of

“that - computer- data- for*a period: of time ‘as long as necessary, up to a )
‘maximum of mnety days, to enable the competent. authorities to seek its

4 "_f,dlsclosure A Party may provide ‘for ‘such -an’ order to be subsequently
renewed. »

3 Each Par’ty shall adopt 'such leglslatlve and other measures as may be

' necessary to oblige the custodian or other person who is to preserve the -
computer data to keep confidential the undertaking of such procedures for
“the period of time provided for by its domestic law. ,,

4. .. The .powers and procedures referred to in this article shall ‘be subject to
Artrcles 14 and 15.

Article 17— - Expedited preservation and partial disclosure of traffic
' _data" ' ‘ -

1 :"-('Each Party shall adopt in‘respect of trafﬁc data that isto be preserved under
Artrcle 16 such legrslatrve and other measures as rnay be necessary to:

Al "e‘nsur‘é'- ‘tﬁat-'such ek’peditious preServétion of traffic data is available
regardless of whether one or more service. providers were involved in
: the transmlssmn of that communlcatlon and ‘ '

b ensure the expe'ditiOus disclosure to-the Party’s competent authority,
S or a person designated by that authority, of a sufficient amount of
' ‘traffic data to enable the Party to identify the service providers and the

path through which the communication was transmitted.

2 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.
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Title 3 — Production order
Article 18- Production or_der .

1 Each Party shall adopt such legtslatlve and other measures as may be;',
' necessary to empower 1ts competent authontles to order .

g 'person 1n1 its” termtory to subrmt specrﬁed computer data 1n thatilﬁ

1ty

person’s pOssessmn or control which'is stored m a computer system .
1 'ta storage medlum and

b a service provrder offermg 1ts serv1ces in the terrltory of the Party to
. submlt subscr1ber 1nformat10n relating to such services in that ! serv1ce
a "prov1der s possessmn or control. '

:2: The powers and procedures referred to in thlS article shall be subJect o :,
' Artlcles 14and 15.

3 . For the purpose of this article, the term “subscriber information” means any
information contained in the form of computer data or any other form that is
held by a service provider, relating to subscribers of its services other than
traffic or content data.and by which can be established:

a  the type of communication service used the technical provisions
taken thereto and the period of service;

. b the subscriber’s identity, postal or geographic address, telephone and
co other access number brlhng and payment information, available on.
o the basrs of the serv1ce agreement or arrangement

¢ any other information on the site of the installation of communication
' * equipment, available on the basis of the service agreement or
aangement. i oL T

T ztle4—Search and 'séizufe'of i;'tbféd cohtputer data
Article 19 - Search and seizure of stored computer data
1 Each Party shall adopt such 1eg1slat1ve and other measures as may be
necessary to empower its competent authorities to search or similarly

- access:

a a computer system or part of it and computer data stored therein; and -
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b a computer-data storage medium in which computer data may be
stored S

:'in its“territory'.
2" “Bach " Paty: shall adopt such’ legrslatrve and other measures as may be
"""necessary to: ‘ensure that where its authorities search fus s1m11ar1y access _
' ’_';specrﬁc computer. system or part of it, pursuant to paragraph L. 2, and have
“grounds 'to beheve that the-data sought is stored in another computer syste"""” ’
] ( “ifs- terrrtory, ‘anid “such? data’is.; awﬁllly accessrble Afrom or
oo "avarlable 10 the initial’ system the ‘authorities shall be- able to. expedrtlously
' :extend{ he search or srmllar accessmg to the other system T

3 Ea'ch' Party ‘shall -adopt such legislative and other me‘asures as may he‘
necessary to empower its competent’ authorltres to seize or similarly secure

’ chmputer data accessed accordrng to paragraphs 1 or 2. These measures

a shalI mclude the power to o -

a seize or Similarly secure a computer system or, part of it or a
- computer-data storage medium; ‘

b make and retain a copy of those computer data;
c maintain the integrity of the relevant stored computer data;

~d  render inaccessible or remove those computer data in the accessed
___cgmputer system.

4 :‘?"Each Party shall adopt such legislative and" other measures as may be -
'necessary to empowet its competent authorrtres to order. any person Who has, \
., knowledge about the functioning of the computer system or measures -
an apphed to protect the computer data therein to provide, as is reasonable, the ,
" ‘necessary information, to enable the undertaking of the measures referred to:'_. ’

o 1n paragraphs 1 _and _2 :

5 '__‘i_The powers and procedures referred to in this. artlcle shall be subJect to
'“T"Artrcles 14 and 15. - S '

* 'T itle 5 — Real-time collection of computer data

‘Article 20"— Real-time collection of traffic data
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Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to: '

) a ~.collect or record through the apphcatlon of techmcal means on’ the )

terntory of that Party, and 2 _

'to collect or record through the apphcatron‘
1. on-the: terrrtory of that Party, or L

- - collection or recording of, - -+~

- - traffic data, in real-time, associated with specified communications in -

its territory transmitted by means of a computer system.

~Where a Party, due to ,the established principles- of its domestic leéal‘ :

system, cannot adopt the measures referred to in paragraph l.a, it may

. instead adopt legislative and other measures as may be necessary. to ensure

the real-time collection or recording of traffic data associated with specified
communications transmitted in its territory, through the application of
technical means on that territory. :

" Each Party shall adopt such legislative and other measures as may ‘be
- necessary to-oblige a service provider to keep confidential the fact of the

execution of any power provided for in this article and any information
relating to it.

. The. powers and procedures referred to in th1s art1cle shall be subject to

Artrcles 14 and 15.

Artrcle 21 - I'nte,rception of content data’

Each Party shall adopt such legrsla’uve and other measures as may be»-f-
necessary, in relatlon to-a range of serious offences to be detenmned by

domestlc law, to empower its competent authorrtres to:

a | collect or record through the apphcatron of techmcal means on the

terr1tory of that Party, and -

b  compel a service provider, within its existing technical capability:

o ;compel a se'r_vice pro_vider, within its existing techntcai capabﬂ_it‘y: FEE

technical means:

T t_o, :co'#operate and assist the 'c‘ornp'etent authorities in the
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' i ~ to collect or record through the application.of technical means
on.the territory of that Party, OF .. -, - v ur e o

i _to co-operate and assist. the competent -authorities in the
: collec’aon or recordlng of
R 'content data"* e real—t1me .of spec>1ﬁed connnumcatlons in 1ts terntory

s transmltted b :eans of a Computer system.

.-,Party, due to the estabhshed prmcrples of its domestrc legal,_‘
g ystem ‘cantiots adopt the . measures referred to in paragraph la, ‘it may:'."
stead adop Ieglsla"'ve and.other: measures .as,may. be. necessary to ensure_.‘_
o the réal-time collectmn or’ recordmg of ~content data on specrﬁed?
:'-'*'commumcatlons in- 1ts terrltory through the. application of techmcal meansll;._
B :'30n that terrltory : -

'3 ““Each 'Part"y fshall adopt ‘such legislative and other measures as may be .

* necessary: to. oblige a service provider to keep confidential the fact of thew

" execution of - any power prov1ded for in thls article -and any., 1nformat10n '
relatlng toit. - - : '

4 The powers. and procedures referred to in . this artlcle shall be subJect to
Articles 14 and 15.

Section 3 — Jurisdiction .
 Article 22~ Jurisdiction

“1 + Each Party: shall ad‘oApt' such legislative and. other. measures. as. may be
‘necessary to establish jurisdiction over any offence estabhshed in

% agcotdance with Articles-2 through 11 of thrs Convention, when the offence
~ iscommitted: = .

e “in it's; t’é-r';i"t@ry;}org e
b o onboardashlpﬂymg the ﬂag ofthatParty, or
R c e on boa'r':d.'ah-“air‘craftireugi*sfered under ‘fthc.;j laws ‘of that Party, or ,! .
d - by one of its nationals, if the offence is pumshable under cr1m1nal law

where it was-committed: or if the offence is committed outside the
territorial jurisdiction of any State. -
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2 Each Party may reserve the right not to apply or to apply only in specific
cases or conditions the jurisdiction rules laid down in paragraphs 1.b
through 1.d of this article or any part thereof.

3. Each Party shall adopt such measures as may be necessary 1o establish -
jurisdiction. over the offences referred to in Atticle 24, paragraph 1, of this

o Conventron ‘in casés where an alleged offender is present in its territory and. -

it does not extradlte hlm or her to another Pa;rty, solely on the basrs of hlS or»v-l

her natronahty, after a reques; _for extradmon - o SR

oo

4  This Conventlon does not exclude any- crrmrnal Jumsdlc’aon exermsed by a--
' Party in accordance w1th its domestlc law ¥

5 '-When more. than‘ one Party claims jurisdiction over an alleged offence’
- established in accordance with this ‘Convention, the Parties involved shall,
-~ where ‘appropriate, Consult with a view: to determining the rnost appropnate -
Junsdlcnon for prosecutron .

Chapter I1I - International co-operation

1y

Section 1 — General principles
Title 1 ~ General principles relating to international co-operation
Article 23 — General principles relating to international co-operation

~ The Parties shall co-operate with each other, in accordance with the -
*’provisionis - of - this chapter,’ and through. the application of relevant -
international instruments on international co-operation in criminal matters,
arrangements: agreed on the basis of uniferm or reciprocal legislation, and -
domestic - laws, ‘to the widest extent possible for the purposes of -
mvestrgatlons or proceedings concerning criminal offences related to- -
computer systems and data ‘or for the collect1on of evidence in electromc
- - form of ar crrmmal offence ' ' .

. Title2- Principles relating to extradition -
Article 24 — Extradition
1 a This article applies to extradition between Parties for the criminal

offences established in accordance with Articles 2 through 11 of this .
Convention, provided that they are punishable undeér the laws of both
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Parties concerned by deprivation of liberty for a maximum period of
.t least one year, or by a mote severe penalty.

b Where a different minimum penalty is to be applied under an
s varrangement agreed on the basrs of umform OF recrprocal legrslatron or.

2 The crrmlnal offences descrrbed An. paragraph 1. of thJs artrcle shall be_ _'
- deemed to ‘be included- as. extr. ditable-offences in any, extradrtlon treaty’.'__

o "exxstmg between or among the* ‘Parties. The Parties undertake to include
" siich: offeénces. as- eXtradrtable offences m any extradrtron treaty. to.. ber_vz
e 'concluded between or. arnong them EERN

3 -Ifa Party that makes extradition' conditional . on the ex1stence of a treaty
. receives a request for extradition from another, Party with which it does not
“have an extradition treaty, it may consider this Convention as the legal basis
- for extradition with respect to any criminal offence referred to in paragraph
’ 1 of thrs article.

4 Parties that do not make extradition conditional on the existence of a treaty
shall recognise the criminal offences referred to in paragraph 1 of this artrcle
as. extradrtable offences between themselves '

5 Extradition shall be ‘subject to the conditions provided for by the law of the
requested Party or by applicable extradition treaties, including the grounds
“on which the -'re_due'sted Party rnayi're_f_use" extrad_iti_on;‘ ‘

6 - If extradrtron for'a crlmrnal offence. referred to in paragraph 1 of thls art1cle ,
is refused solely on the basis of the natlonahty of the person sought or’
“because the requested Party deems that:it has jurisdiction over the offence, -
'the requested Party ‘shall submiit ‘the case at-the request of the requestrng_
Party: to-its competent authorities for the purpose of prosecut1on and shall
- ~-j-report-:the final outcome to the requesting Party ‘in ‘due course. Those:'
“authorities shall take their decision and conduct their investigations and
“proceedings’in‘the same manner as for any other offence. of a comparable..
nature under the law of that Party h

7 a  Each 'Party shall, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession,

* communicate to the Secretary General of the Council of Europe the

name and address of each authority responsible for making or
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receiving requests for extrad1t1on or provisional arrest in the absence
of a treaty.

.b | v The'S'ecretary General of the Council of Europe shall set up and keep
.- updated a register of authorities so designated by the Parties. Each -

- Party. shall ensure that the. deta11s held on the register are correct at: all,
%;.tlmes P : e

thle '3' :anefal prinéz;bles relatihg’ to mutual assistance .~
- Atticle 25— .\, .. General principles relating to mutual assistance -

1 . The Parties shall afford one another mutual assistance to the widest extent’
... possible " for - the - purpose of investigations or proceedings concerning?:
" . criminal offences related to computer systems and data, or- for the collectlon"’”

- of.evidence in electronic form of a criminal offence. ‘

2 ;Each Party shall also adopt such legislative and other measures as may be
- necessary to carry out the obligations set forth in Articles 27 through 35.

3 Each Party may, in urgent circumstances, make requests. for mutual
assistance or communications related thereto by expedited means of -
communication, including fax or e-mail, to the extent that such means-
provide appropriate levels of security and authentication (including the use
of encryption, where necessary), with formal confirmation to follow, where -
required by the requested Party. The requested Party shall accept and
respond to the request by any such expedlted means of commumcatmn

4 . . Except as bthé’rWi_s_,e' specifically provided in articles in this chapter; mutual-
. assistance shall be:subject to_the conditions provided for by the law.of the'
. requested Party or by applicable mutual assistance treaties, including the.

-grounds. on which the :requested. Party may- refuse co-operation. - The
.requested Party shall not exercise the.right to refuse mutual assistance ‘in -

- relation to the. offences; referred to. in.Articles. 2 through 11. solely on the -

- ground that. the _request”concerns an offence which it con81ders a ﬁscalj'
.offence ' -

5 . Where, in accordance.with the provisions of this chapter, the requested: -
Party is permitted to make mutual assistance conditional upon the existence
~ of dual criminality, that condition shall be deemed fulfilled, irrespective of -
whether its laws place the offence within the same category of offence or
denominate the offence by the same terminology as the requesting Party, if
the conduct underlying the offence for which assistance is sought is a
criminal offence under its laws.
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Article 26— . .Spontaneous information

1 A Party may, w1th1n the hmlts of its domestlc law and without prior request ‘
“fotward to-another Party 1nformat10n obtained within the framework of 1tsf
~own investigations when it considers that the disclosure of such mformatron;_
mlght assist the receiving Party in 1n1t1at1ng or carrymg out 1nvest1gat10ns or.:‘
i:procgedings concerning criminal-offences estabhshed in_accordance w1th‘_'.

“this “Convention of* rmght lead to a fequest’ for co- operatlon"by that Party

P under th]S chapter ’

2 Prlor to gprov1d1ng, such 1nformat10n the provrdmg Party rnay request that 1t »

be kept -confidential oronly.used subJ ect to conditions. If the Teceiving Party

' Gaininiot comply with such request; it shall netify the provrdmg Party, whrch_‘

shall then determine:.whether the information should . _nevertheless be
provided.” If the receiving Party accepts the information subject to the

~ conditions it shall be bound by them. )

. Title 4 = Procedures pertaining to mutual assistance requésks
" in the absence of applicable international agreements

Article 27 - Procedures pertaining to mutual assistance requests in the
absence of applicable international agreements

1~ Where there is no. mutual assistance treaty or arrangerhent on the basis of
umform or remproeal legislation in force between the requesting and
requested Parties, the provisions of paragraphs 2 through 9 of this article
-shall apply. The-provisions of this article shall not apply where such treaty, 1
© . arrangement or’ legislation exists, unless the. Partles concerned agree to"’:
-+ apply any or all of the remainder of this article in heu thereof ‘

2.0 ‘a’~ Each: Party: shall de51gnate a- central authonty or. authorities
RO responsrble for sendmg and answering requests for mutual assistance,
- the execution of such requests or thelr transmission to the authontles
: competent for their execut1on

-b  * The central authorities shall communicate directly with each o_ther;" '
¢ Each Party shall, at the time of .s_ignaturer,cr when depositing its
‘ instrument . of = ratification, acceptance, approval or accession,
coimmunicate to the Secretary General of the Council of Europe the

names and addresses of the authorities designated in pursuance of this
paragraph; '



Tevyog A'142/03.08.2016 EOHMEPIAA THX KYBEPNHIEQX 7689

d" The Secretary General of the Council of Europe shall set up and keep
updated a register of central authorities designated by the Parties..
Each Party shall ensure. that the detaﬂs held on the reglster are correct:

’ -atalltlmes ' ' -

3 _Mutual assistance requests under this article shall-be-executed in accordance
- - .with- the - procedures specified by. the requestlng Party, except whereif
e 1ncompat1ble with the law: of the requested Party '

in Amcle 25 paragraph 4 refuse a531stance 1f T

Troa . th_e request concerns an offence:whlch :the’«requested Party cornsiders'a
- political‘offence or an offence connected with a political offence, or

b it considers that execution of the request is likely to prejudice its
© sovereignty, security, ordre public-or other essential interests. -

5 The requested Party may postpone action on a request if such action would
prejudice criminal investigations -or ‘proceedings conducted by its -
authorities. -

6  Before refusing or postponing assistance, the requested Party shall, where |
-appropriate after having .consulted with the requesting Party, consider -
- - whether the request may be granted partially or subject to such conditions as'

it deems necessary.

7+ The requested:Party shall 'promptly. inform: the requesting Party” of. the -
- outcome 0f the execution ofa request for assistance. Reasons shall be given -
. for any refusal or postponement of the.request. The requested Party shall
"+, -salsoinform the: requesting Party.of:any reasons ‘that render impossible the .
~rexecution of the request or are hkely to'delay it s1gmﬁcantly

8 ,The requestirig‘Party rriay request fthat t-he requeSted Party keep confidential -
' the fact of any request made under this chapter as well as its subject, except: -
to the extent necessary for its execution. If the requested Party cannot -

. comply with the request for confidentiality, it shall promptly inform' the -

- .requesting Party, which shall then determine whether the request should -
nevertheless be executed. R : : ‘

9 a In the event of urgency, requests for mutual assistance or
communications related thereto may be sent directly by judicial
authorities of the requesting Party to such authorities of the requested
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_ Party. In any such cases, a copy shall be sent at the same time to the
ntral authority of the 1 requested Party through the central authorrty
- of the requestmg Party - e

b Any request or commumcatlon under thrs paragraph rnay be made
' through the Internatlonal Cnmmal Police Orgamsatron (Interpol).

e - -“Where a request 1S: made pursuant to sub-paragraph a. of this artrcle.
and the authorrty 1is not competent to, deal wrth the request it shall
 réfer: the srequest:. to:ithe competent nat10nal authorlty and 1nformm
RN 'drrec’dy the requestrng Party that it has done so ' '

“d  “'Requésts -or co unications rn'ade ’under this paragraph that do not |
involye’coetcive action may be directly transmitted by the competent
-+ - authorities of ‘the requestmg Party to the competent authorities of the '
' mrequested Party Co

€ “Each Party may, at the time of signature or when deposmng its
‘instrument of ratlﬁcatron acceptance, approval or accession, 1nform,
~the Secretary General: of the Council of Europe that, for reasons of
efficiency, requests. made under this paragraph are to be addressed to
* its central authority.

-Article 28 - Conﬁdentiality and limitation on use

1 When there is no mutual -assistance treaty or arrangement on the basis of
uniform or ‘reciprocal legrslatron in force between the requesting and the
requested Parties, the provisions of this article shall apply. The provisions of'

~'this artlcle shall not: apply where. such treaty, arrangement or legislation
exists, unless the Parties concerned agree to. apply any or alI of the;'
remainder of this article in lieu thereof. )

Qi The requested Party may- make the supply of- mformatron or mater1a1 m_
response toa request dependent on the condition that it is: a

oitg e kept conﬁdentral where the request for mutual legal as31stance could )
' "-not be comphed w1th in the absence of such:. condrtlon or

“b - “not-used. for investigations or proceedrngs other than those stated 1n'
~ the request

3 If the requesting Party cannot comply with a condition referred to in
_paragraph 2, it shall promptly inform the other Party, which shall then



Tevyog A'142/03.08.2016 EOHMEPIAA THX KYBEPNHIEQX 7691

determine whether the information should nevertheless be proVided. When
the requestmg Party accepts the condltlon it-shall be bound by it.

4 .. Any Party that supphes 1nformat10n or. matenal 'subject to a condition:
. referred to in paragraph 2 may require the other Party to' explam in relatlon
 to that condition, the use made of such mformatwn or material. L

- T itle J —Mi{mal 'dssistance regarding provisional measures

;:Artic_le29- = _-Eipedite& preservationﬂof stored co'mpﬁter data

1. A Party may-request: another Party.to order or otherwise obtain -the
- expeditious- preservation of .data stored by means of a computer' system,
located within the territory of that other Party and in respect of which the -
. requesting Party intends to :submit a request for mutual .assistance for the. -
"~ search or similar .access,- seizure Qr,similar securing,- or disclosure of the .

. data. '

2 - A_request for preservation méde under paragraph 1 shall specify:
a the authority seeking the preservation;

b‘ . the offence -that is the 'subject- of a criminal investigation. or
proceedings and-a brief summary of the related facts;

c the stored computer data to be preserved and its retetionship to the
.- offence; - . - » .

.d . any. avallable 1nformat10n 1dent1fymg the custodlan of the stored
. computer data or'the locatlon of the. computer system e

e th‘e- necessity of the preservation; and .

- -f .- that the Party intends to submit a request for mutual assistance for. the:
- search or similar access, seizure or similar securing, or disclosure. of ..
‘the stored computer data.-- :

3. Upon receiving the request from another Party, the requested Party shall
take all appropriate measures to preserve expeditiously the specified data in
accordance with its domestic law. For the purposes of responding to a
request, dual criminality shall not be required as a condition to providing
such preservation. : :
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4 A Party that requrres dual crrmmahty as.a condltron for respondlng to a

request for mutual assrstance for the search or similar access seizure or

... wSimilar ; ing, or disclosure of stored data may, in respect of offences

other than hose estabhshed in accordance wrth Artrcles 2 through 11 of this

Conventron reserve the right to refuse the request, for preservatron under

- this article in cases Where it has: reasons. to. ‘believe that at the time of.
Sl drsclosure the condition of dual cnmlnahty cannot be fulﬁlled

5 r-‘f-.Iritaddiftiort 'a;re‘quest .fo.r;._.pr,cservation »may:.oply -:bs ‘refused-,l.f:f o

- T?fthe request coneerns, an. offenc,,, -which. the requested@ :,arty consrders a
'polrttcal offence or an offence connected with a political offence, or -
b the requested Party consrders that executlon of the request is- hkely to‘

prejudice  its_sovereignty, securrty, ordre public or other essential
7 interests.

6. Where the requested Party believes that preservation will not ensure the,
future availability of the data or will threaten the- conﬁdentrahty of or
otherwise prejudice the requesting Party’s investigation, it shall- promptly so
inform the requesting Party, which shall then determine whether the request
should nevertheless be executed.

7 Any preservatron effected in response. to the request referred to in paragraph

"1 shall be for a period not less than sixty days, in order to enable the
- requesting Party to submit a request for the search or similar access, seizure

or similar securing, or disclosure of the data. Following the receipt of such a
- request, the ‘data shall continue to be preserved pending a decision on that
‘request. -

TR Ar_tiCle}ﬁO = - =Expedited disclosure ofpreserved traffic data ) e

1. .+ Where, in the course of the execution of a request made pursuant to Article
29 to - preserve -traffic; data concerning a. specific communication, the
- .requestedParty- discovers that. a service provider.in another State Was .
- “involved in the transmission of the communication, the requested Party shall
- . expeditiously:disclose. to the requesting Party a sufficient amount of traffic.
" data to identify that-service provider and the path_through ,which-the,:‘-l
communication was transmitted.

2 Disclosure of traffic data under paragraph 1 may only be withheld if:
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a the request concerns an offence which the requested Party considers a
- political offence or an offence connected with a political offence; or

b } ,'; . the. requested Party considers that execution of the request is likely to )
' ,_,.]preJudlce its soverergnty, security, ardre publzc or other essent1a1 .

. interests: ..
Title 2 é_Mutuc‘_zl;asysvistancep regarding investigative powers.. ... o

vv_:Art1cle 31 ..Mutual,,_:assi:stance regarding:acces'sin'gjof storedcomputer
‘;data '

A Party may request another Party to search or srmﬂarly access, seize or -
‘_,,srmllarly secure, and disclose.data, stored by means of a computer system.;
,_located w1th1n the terrrtory of the requested Party, 1nclud1ng data that has....
been preserved pursuant to Article 29. o

.:,The requested Party shall respond to the request through the apphcatlon of :
international instruments, arrangements and laws referred to in Article 23;
and in accordance with other relevant provisions of this chapter. :

The request shall be responded to on an expedited basis where:

a  there are grounds to believe that relevant data is particularly
vulnerable to loss or_modiﬁcation; or

b the instruments, arrangements and laws referred to in paragraph 2
oth_erwise provide for-expedited cofoperation. :
: Artrcle 2- Trans-border access to stored computer data W1th consentf_{
or where publicly available B

‘ AParty may, wrthoutthe authorisation of another Party:

'_ a access . pubhcly available (open source) stored computer data
, regardless of where the data is located geographrcally, or

_ b '_ access or_ receive,'through a computer system 1n1ts territory, stored_' »
computer data located in another Party, if the Party obtains the lawful

__i and voluntary consent. of the person who has the lawful authority
to. drsclose the data to the Party through that computer system.

Article 33 —  Mutual assistance in the real-time collection of traffic data
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1 The Parties shall provide mutual assistance to each other in the real-time
_ collectlon of traffic data associated with specified communications in their
terr1tory ‘fransmitted by means of a’ computer system Subject to the
‘provisions of .paragraph 2,, this- assistance shall be governed by the .
o condition"s a'nd 'procedures p;oyided for under domesticlaw.

2l Each Party §hall ‘provide such assistance: at least with respect to crlmmalitg
; "-'offences for Whlch real-tlme collection of traffic data. would be available i

transmitted by means of a computer system to the extent perm1tted under |
; ""then' apphcable treatles and domestlc laws:-

Title 3 — 24/7 N’efwo'rk
Article35~"" - 24/7 Network
1  Each Party shall designate a point of contact available on a twenty-four .
- hour, seven-day-a-week basis, in order to ensure the provision of immediate .
assistance for the purpose of investigations -or proceedings concerning .
“‘criminal offences related to computer systems and data, or for the collection
" of eviderice in electronic form of a criminal offence. Such assistance :shall

include facilitating, or, if permitted by its domestic law and practice,
' directly carrying out the-following measures: - :

a " the provision of technical advice;
(T ;‘the?-pré's'eryatioﬁ"Of‘ data pursuant to Articles 29-and _‘3 Q‘Ef*}

¢+ the” collectlon of ev1dence “the. prov151on of legal 1nformat10n and :
o -f'locatmg of suspects IR SO SR
2 al A Party’s point'of contact shall have the capacity to carry: out
" “communications w1th the pomt of contact of another Party on an -
R Iexpechted ba31s s '

b- If the point of contact designated by a Party is not part of that Party’s
authority or authorities responsible for international mutual assistance
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or extradition, the point of contact shall ensure that it is able to co-
ordinate with such authority or authorities on an expedited basis.

3. Each Party shall ensure that trained and equipped personnel are available, in:
. order to. facﬂrtate the operation of the network... . o

hapter IV Frnal prov151ons

. Artrcle 36— . _»Signature and entry'intohfor‘cex R

1 Th1s Conventron shall be open for srgnature by the member States of the -
. Councrl of Europe and by non-member States whlch have: part101pated in its.

. elaboration. . L L
2 ThlS Conventlon is- sub)ect to.. ratlﬁcatlon acceptance .or - approval -
. Instruments of ratification, acceptance or approval shall be deposited - with -
the Secretary General of the Council of Europe , :

3 This Convention' shall enter into fOrc’e .on the- first day of the month
. following the expiration of a period of three months after the date on which
five States, including at least three member States of the Council of Europe; -
have expressed their consent.to be bound-by the Convention in accordance
with the provisions of paragraphs 1 and 2.’

4 . In respect of-any signatory State which 'sn‘b-se'q'nently' eXpreSSes its consent
“to be bound by it, the Convention shall enter into force on the first day of
the month following the expiration of a period of three months after the date
of the expression of its consent to be bound by the Convention in
accordance with the provisions of paragraphs 1 and 2. -

Article 37 - | _ Accession to the Convention

1 :After ‘the entry 1nto force of this Conventron the Commrttee of Mmrsters of :
the Council of Europe after consulting with and obtaining the unanimous
-consent of the Contracting States to the Convention; may 1nv1te any State .-
* . which is not a-member. of the Council and, which has not part1c1pated in.its .
~_ elaboration to accede to thrs Convention. The decision shall be taken by the
.. majority prov1ded for in. Article 20.d. of the Statute of the Council of
- Europe and by the unanimous vote of the representatives of‘the Contractlng' .
- States entrtled to sit on the Committee of Ministers. '

2 In respect of any State acceding to the Convention under paragraph 1 above,
the Convention shall enter into force on the first day of the month following
the expiration of a period of three months after the date of deposit of the
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instrument of accession with the Secretary General of the Council of
.. Europe, ., ..

Article 38— '__Terrjtor:iaf applicatioti T

1 Any State-may, at the t1me of signature or when depositing its instrument of
: vf'ratrﬁcatron, acceptance -approval. or accessron spemfy the temtory orz E
territories to whlch thrs Conventlon shall apply

"Any State may}atfany 1ater~date by a’ declaratlon addressed to the Secretary___ﬁ
| Genéralof the ‘Couricil-of Europe éxtend the: apphcatron of thrs Convennon;,.;
LIty to) any other territory: ‘specified - Jin -the: declaratlon - In. respect ‘of. such A
 territory the Convention shall:enter into force on the ﬁrst day of the month_
-+ following the expirationof'a period: of thiree: months after the date of rece1pt:, _

of the declaratron by the Secretary ‘General: -

3" Any declarati'on made under the.two preceding paragraphs may, in respect
- of any terrltory specified in such declaration, be withdrawn by a notlﬁcatlon .
* addressed t0- the' Secretary General:-of the Council of Europe. The
w1thdrawa1 shall become effective on the first day of the month followmg 1
the explratron of a period of three months after the date of receipt of such
notrﬁcatlon by the Secretary General.

Article 39 - _ Effects of the Convention

1 The purpose of the present Convention is to supplement applicable
multilateral or bilateral treaties or arrangements as between the Partles'
41nclud1ng the provrsrons of:

“ =" the European Conventlon on: Extradltlon opened for 51gnature in Pans
e «-'fon 13.December 1957 (ETS No. 24)

Gl "=.the European Conventron on. Mutual Ass1stance in Crmnnal Matters V‘
opened for s1gnature in Strasbourg, on 20 Aprll 1959 (ETS No. 30)

e the Add1t10na1 Protocol to the European Conventlon on MutuaI »
T Assistance:in Criminal Matters, opened for srgnature in Strasbourg, on
17 March 1978 (ETS No. 99) =

2 Iftwo.or more Par’ues’ have already concluded an agreement or treaty on the
* matters “dealt with in this Convention:or have otherwise established their

relations on such matters, or should they in future do so, they shall also be

entitled to apply that agreement or treaty or to regulate those relations
accordingly. However, where Parties establish their relations in respect of
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the matters dealt with in the present Convention other than .as regulated
therein, they shall do so in a manner that 1s not inconsistent with the
Convention’s objectives and principles.

3 Nothmg in this Conventlon shall affect other r1ghts restrrctrons obligations
“and responsrbrhtles of a Party

%-,Alrt_iclle‘40—' o Declarations -

- By a wntten\ not1ﬁcat10n addressed to the Secretary General of the Councrl’_ff
"fof Europe any | State may, at the tlme of 31gnature or when deposrtmg 1ts i
- 1nstrument 0 ,-ratrﬁcatron, acceptance approval or accession, declare that 1tf'_‘=.'-‘
: ‘avalls itself of the poss1brhty of requiring add1t10na1 elernents as provrded s

- for under Art1cIes 2 3 6 paragraph 1.b,7,9 paragraph 3, and 27 paragraph _

: 9 e o : T .

Artlcle ‘41-"—' '}Federal'dause’

1 A‘ A federal State may reserve the rrght to assume obligations under Chapter I
-~ of this Conventron consrstent w1th its fundamental principles governing the .
) relatlonshlp between its central government and constituent States or other
similar territorial entities provided that it is still able to co-operate under
~ Chapter III. 4 A

2 When making a reservation under paragraph 1, a federal State may not
apply the terms of such reservation to exclude or substantially diminish its
obligations to provide for measures set forth in Chapter II. Overall, it shall
provide for a broad and effective law enforcement capability with respect to

, _those measures. :

3 _iWith regard o the provisions of this- Convention, the application of which
comes under the jurisdiction of constituent States or other similar territorial. .
entltles ‘that are not obhged by the constitutional system of the federationto

© take legrslatlve measures ‘the fedéral government “shall “inform ° the :
o __competent authontles of such States of the sa1d provrslons with its: .
"_f_favourable oplmon encouraglng them to take approprrate actron to grve .

’ \"Ithem effect R :

Art1cle 42 = ‘:_"Reservations

By 4 written notification addressed to the Secretary General of the Council
of Europe any State may, at the time of signature or when depositing its
instrument of ratrﬁcatlon acceptance approval or accession, declare that it
avails itself of the reservation(s) provided for in Article 4, paragraph 2,
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Article 6, paragraph 3, Article 9, paragraph 4, Article 10, paragraph 3,
_Article 11, paragraph 3, Article 14, paragraph 3, Article 22, paragraph 2,
Article 29, paragraph 4, and Article 41, paragraph 1. No other reservation
_ 'rnay be made. ‘ :

' Artlcle 43 — B Status and“i?vithdrawal of 're;ser‘vations-‘ g

A 'A"Party that has made a reservatron in- accordance w1th Artlcle 42 may.. .
' i ally w1thdraw 1t by means of a notrﬁcatlon addressed to: the ‘ -'_‘

- the notrﬁcatron states that the w1thdrawa1 of a reservatron isto take effect on

Y date’ spemﬁed therein, and such- date is later than the date on which the_'_f

- ”'\_notlﬁcatlon is received by the Secretary General the w1thdrawal shall take

_“effect on such a later date L

2 A Party that’ has made a reservation as referred to in Article 42 shall

o w1thdraw such reservatlon, 1n whole or 1n part as soon as crrcumstances ) f
) perrmt ‘ :

'3 The Secretary General of the Council of Europe may periodically enquire
with Parties that have made one or more reservations as-referred to in
Article 42 as to the prospects for withdrawing such reservation(s).

Article 44 — _ Amendments :

1 Amendments to this Convention may be proposed by any Party, and shall be
© communicated by the Secretary General of the Council of Europe to-the .
" member States of the Council of Europe, t0 the non-member States which-
have part1c1pated in the elaboration of thisConvention as well as to. any_'v'
State which has acceded to, -or.has been. invited to. accede to, th1s‘_
h Conventron in accordance with the:provisions of Article 37. -

2 Any "'aniéndrrient prOpo"se‘d by ’a 'Pa'rty : shall be .communicated. to. the .
' Europeah Committee on Crime Problems.(CDPC), which shall submit to the;
Commrttee of Mrrnsters its opmlon on that proposed arnendment ‘

37 '."The' Comimittee of Ministers shall consider the proposed amendment and the "
" opinion subrn1tted by the CDPC and, followmg consultation with the non-
'member States Parties to this Convention, may adopt the amendment. ‘
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4 The text of any amendment adopted by the Committee of Ministers in
accordance with paragraph 3 of this article shall be forwarded to the Parties
for acceptance. S :

5 Any axnendment adopfe& in aooordanoe with paragraph 3 of this article shall
come into force on. the. thirtieth day after all Parties have mformed the. :
Secretary General of thelr -acceptance thereof. o

s et

1. vThe European Comm1ttee on Cnme Problems (CDPC) shall be kept =
informed regardmg the 1nterpretat10n and apphcatlon of this Convention. - -

2 In'case of a dispute between Parties as to the interpretation or application of .
this Convention, they shall seek a settlement ‘of the dispute through
negotiation or any other peaceful means of their choice, including -
-subrmssmn of the dispute, to’.the CDPC to an arb1tral tribunal “whosé .
decisions shall be binding upon the Partles or to the International Court 6f
Justice, as agreed upon by the Parties concerned.

Article 46 — Consultations of the Parties

1 The Parties shall, as appropriate, consult periodically with a view to
facilitating:

a  the effective use and implementation of this Convention, including the
identification of any problems thereof, as well as the effects of any
. declaration or reservation made un_der-this-Conyention; S

- y b . i,jthe exchange of 1nformat10n on . s1gn1ﬁcant legal pollcy' '_orv,
.technological developments perta1mng "to. cyberonme and the
- collection of evidence in electronic form '

c eonsideration of possible su;pplementation or amendment - of the -
Convention.

2 The European Committee on Crime Problems (CDPC) shall be kept -
periodically informed- regarding the result of consultations referred to in.
paragraph 1.

3 The CDPC shall, as appropriate, facnhtate the consultations referred to in
paragraph 1 and take the measures necessary to assist the Parties in their
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efforts to supplement or amend the Convention. At the.latest three years
.. after the present Convention enters into force, the European Committee on

Crime Problems (CDPC) shall in co- operatlon w1th the’ Partres conduct a

_review:of all.of the Convention’s provisions and, if necessary, recommend
- any appropriate amendments. |

-t

4 - . Except where- assumed by the Councﬂ of Europe expenses 1ncurred m_‘:
- catrying.out the provisions: of paragraph 1 shall be borne by the Pames in; .
. the manner.to. be determrned by them. :

be assrsted by the Secretarrat of the Counc11 of Europe m
nctions pursuant to this artrcle :

-'v:.'»;Denunc‘iati.on‘r..‘ By

1 - 'Any Party may, at any trme denounce this Conventlon Dby means of av »
* " netification addressed.to the Secretary General of the Council of Europe.

2 Such denuncratlon shall become effectrve on the first day of the month
followmg the expiration of a period of three months after the date of receipt .
- of the notrﬁcatron_ by the Secretary General.

- -Article 48 . Notification
~ The Secretary -General of. the Council of Europe shall netify the member
- States of the Council of Europe, the non-member States which have

. participated in the elaboration of this Convention as well as any State which.
has acceded to, or has been invited to accede to, this Convention of:

oa ;--,--any signature;_

b _the dep051t of any mstrument of ratrﬁcatlon acceptance approval or
’ :aCCCSSIOn . , Sk ) '_', o . S s B

Y a1\ date of entry into force of this Conventron in accordance with
f;Artlcles 36 and 37; . '

» d any declaratron made under- Article 40 or reservation made in
E accordance with Article 42; - ' :

e .-'any other act, ¢notiﬁeation or communication - relating to this
Convention. -
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In witness whereof the under31gned bemg ‘duly authonsed thereto have
51gned this Convention. '

Done. at Budapest, this 23rd day of November 2001, in English and in.

_ - French, both texts: being equall\y authentic, in a single copy which shall be -
,;:-deposned in:the. archives -of the.Council-of Europe. The Secretary General:.
w1, -0f :the Counc11 .of Europe shall transmit certified ccopies to -each member;;
' State of the Council of Europe, to the non-member States’ which have.’

o )_'part1c1pated in the elaboratlon of thls Conventmn and to any | State 1nv1ted
; accede to 1t ' C

A T

ditional Protocol: to the Convention on Cybercrime, c'on(:erning. “the"
minalisation -of. acts of. a-racist and . xenophoblc nature committed- through;

nputer systems .
rasbourg, 28.1.2003

The member States of the Council of Europe and the other States P,art-ies
to the Convention on Cybercrime, opened for signature in Budapest on .
23 November 2001, signatory hereto;

B ‘Considering that the aim of the Council of Europe is to achieve a greater
unity between its members;

. Recalling that all human bemgs are born. free and equal in d1gn1ty a.nd .
>r1ghts : : : : :

Stressmg the need to secure a full and effectlve 1mplementat10n of all '

: _’human rights: .without any: discrimination or dlstlnctlon as enshrined in's.

: Z-European and other international instruments;-

Conyinced that acts of.a racist and xenophobic. nature constifute a- -

..violation of human rights and a threat to the rule of law and de